

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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Changelog

All notable changes to this project will be documented in this file.

The format is based on Keep a Changelog [http://keepachangelog.com/en/1.0.0/]
and this project adheres to Semantic Versioning [http://semver.org/spec/v2.0.0.html].


[1.1.0]


Added


	Form helper.


	Nonces names generation.









[1.0.0]


Changed


	Use PSR-16.


	Use DateTime providers.









Removed


	Nonces storages.







[0.1.2] - 2018-03-31


Fixed


	Changed the composer configuration.


	Changed the installation instructions.









[0.1.0] - 2018-03-31


Added


	Continuous Integration.









[0.0.1] - 2018-03-30


Added


	Nonces manager.


	Nonces array storage.


	Random hexadecimal number generator


	The Nonce value object.












          

      

      

    

  

    
      
          
            
  
Contributor Covenant Code of Conduct


Our Pledge

In the interest of fostering an open and welcoming environment, we as
contributors and maintainers pledge to making participation in our project and
our community a harassment-free experience for everyone, regardless of age, body
size, disability, ethnicity, gender identity and expression, level of experience,
education, socio-economic status, nationality, personal appearance, race,
religion, or sexual identity and orientation.




Our Standards

Examples of behavior that contributes to creating a positive environment
include:


	Using welcoming and inclusive language


	Being respectful of differing viewpoints and experiences


	Gracefully accepting constructive criticism


	Focusing on what is best for the community


	Showing empathy towards other community members




Examples of unacceptable behavior by participants include:


	The use of sexualized language or imagery and unwelcome sexual attention or
advances


	Trolling, insulting/derogatory comments, and personal or political attacks


	Public or private harassment


	Publishing others' private information, such as a physical or electronic
address, without explicit permission


	Other conduct which could reasonably be considered inappropriate in a
professional setting







Our Responsibilities

Project maintainers are responsible for clarifying the standards of acceptable
behavior and are expected to take appropriate and fair corrective action in
response to any instances of unacceptable behavior.

Project maintainers have the right and responsibility to remove, edit, or
reject comments, commits, code, wiki edits, issues, and other contributions
that are not aligned to this Code of Conduct, or to ban temporarily or
permanently any contributor for other behaviors that they deem inappropriate,
threatening, offensive, or harmful.




Scope

This Code of Conduct applies both within project spaces and in public spaces
when an individual is representing the project or its community. Examples of
representing a project or community include using an official project e-mail
address, posting via an official social media account, or acting as an appointed
representative at an online or offline event. Representation of a project may be
further defined and clarified by project maintainers.




Enforcement

Instances of abusive, harassing, or otherwise unacceptable behavior may be
reported by contacting the project team at pedro.amaral.couto@gmail.com. All
complaints will be reviewed and investigated and will result in a response that
is deemed necessary and appropriate to the circumstances. The project team is
obligated to maintain confidentiality with regard to the reporter of an incident.
Further details of specific enforcement policies may be posted separately.

Project maintainers who do not follow or enforce the Code of Conduct in good
faith may face temporary or permanent repercussions as determined by other
members of the project's leadership.




Attribution

This Code of Conduct is adapted from the Contributor Covenant [https://www.contributor-covenant.org], version 1.4,
available at https://www.contributor-covenant.org/version/1/4/code-of-conduct.html







          

      

      

    

  

    
      
          
            
  
Contributing

Thank you for considering contributing to the pedro/nonce open source PHP library.


Reporting issues


	If you find a bug or other issues, please send a report here [https://github.com/pedroac/nonce4php/issues].


	Provide sufficient instructions in order to be able to reproduce the issues as easier as possible.


	Explain what was expected and what actually happened.







Developing


	Follow the PSR-1 [https://www.php-fig.org/psr/psr-1/] and PSR-2 [https://www.php-fig.org/psr/psr-2/] coding style rules.


	Use tools to enforce a consistent coding style and good practices.


	PMD and Code Sniffer are used to detect issues automatically.


	Make sure the tests suite passes:php/vendor/bin/phpunit php/tests/ -c php/tests/configuration.xml


	If you added code that should be tested, write unit tests.


	Check the code coverage: php/tests/coverage-html


	Classes, functions and interfaces should be documented.


	Make sure the README.md and other documentation is kept-updated.


	You may automatically generate an HTML documention using PHPDoc:
./php/vendor/phpdocumentor/phpdocumentor/bin/phpdoc -d src/ -t docs/ --visibility=public --title="Documentation"


	Git commit comments should follow the conventions [https://chris.beams.io/posts/git-commit/].


	By contributing, you agree that your contributions will be licensed under its MIT License.










          

      

      

    

  

    
      
          
            
  
pedroac/nonce for PHP

[image: Build Status] [https://travis-ci.org/pedroac/nonce4php]
[image: Codacy Badge] [https://app.codacy.com/app/pedroac/nonce4php?utm_source=github.com&utm_medium=referral&utm_content=pedroac/nonce4php&utm_campaign=badger]
[image: Support via PayPal] [http://paypal.me/pedroac]

A nonce [https://www.computerhope.com/jargon/n/nonce.htm] manager PHP library useful for preventing CSRF [https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)] and replay attacks [http://www.crypto-it.net/eng/attacks/replay.html].

We may find several articles and videos explaining the vulnerabilities that nonces try to prevent:


	YouTube - Jmaxxz - CSRF Explained [https://www.youtube.com/watch?v=vrjgD0azkCw]


	YouTube - Professor Messer - Cross-site Request Forgery [https://www.youtube.com/watch?v=rbP2jwEDlBM]


	YouTube - Professor Messer - Replay Attacks [https://www.youtube.com/watch?v=jy8USm8pIYM]


	YouTube - Hak5 - How to Hack Wireless Remotes with Radio Replay Attacks [https://www.youtube.com/watch?v=F3bISk5t8cA]


	Coding Horror - Preventing CSRF and XSRF Attacks [https://blog.codinghorror.com/preventing-csrf-and-xsrf-attacks/]


	acunetix - CSRF Attacks, XSRF or Sea-Surf [https://www.acunetix.com/websitesecurity/csrf-attacks/]


	SitePoint - How to Prevent Replay Attacks on Your Website [https://www.sitepoint.com/how-to-prevent-replay-attacks-on-your-website/]




It seems, though, that many PHP nonces libraries are too restrictive, coupled with some framework, hard to use or hard to understand how they work.

pedroac/nonce tries to solve those issues.

It allows choosing any PSR-16 [https://www.php-fig.org/psr/psr-16/] implementation to store temporarily the nonces, nonces values generators, expiration intervals and even a DateTime provider [https://github.com/Kdyby/DateTimeProvider] to override the clock system (this feature is used for unit tests).

It also provides helpers to manage input, generate random nonces names and values, verify submitted tokens against the nonce and generate HTML elements.


Prerequisites


	PHP 7.1 or later: http://php.net/downloads.php


	Composer: https://getcomposer.org


	At least one PSR-16 implementation. Examples:


	symfony/cache [https://packagist.org/packages/symfony/cache]


	matthiasmullie/scrapbook [https://packagist.org/packages/matthiasmullie/scrapbook]











Installing

Run the command:

composer require pedroac/nonce




Usage


Examples


	Using Symfony ArrayCache


	CLI test


	HTML form using a session


	HTML form using an auto generated nonce name


	HTML form using a helper




The HTML forms can be tested using a PHP built-in web server.From the php/examples folder run the command:

php -S localhost:8000





Use the URL http://localhost:8000/ in a browser.




HTML form with a token


	Create a nonce form helper:




<?php
require __DIR__ . '/../vendor/autoload.php';

use Symfony\Component\Cache\Simple\FilesystemCache;
use \pedroac\nonce\NoncesManager;
use \pedroac\nonce\Form\HtmlNonceField;
use \pedroac\nonce\Form\NonceForm;

// this handles automatically the input and nonce management
$form = new NonceForm(
    'token', // the HTML input name
    new NoncesManager(
      new FilesystemCache // a \Psr\SimpleCache\CacheInterface implementation
    )
);
// this will be used to generate a HTML input element
$htmlField = new HtmlNonceField($form);






	Check if a valid token was submitted:




if ($form->isSubmittedValid()) {
  /**
   * handle the success:
   * - if all form input is valid, show success page;
   * - otherwise, show an error page and the form again;
   */
}






	Check if an invalid token was submitted:




if ($form->isSubmittedInvalid()) {
  /**
   * handle failure:
   * - don't show the form again;
   * - show an error message;
   */
}






	Implement the HTML form:




<form method="POST">
    <?= $htmlField ?>
    <!-- more HTML -->
    <input type="submit" name="myform" value="Submit" />
</form>





The nonce is expired automatically when the token is verified with the NonceForm class.




General usage


	Instantiate a nonce manager:




<?php
require __DIR__ . '/../vendor/autoload.php';

use Symfony\Component\Cache\Simple\FilesystemCache;
use \pedroac\nonce\NoncesManager;

$manager = new NoncesManager(new FilesystemCache);






	When a request is submitted, validate the submitted token and remove the nonce:




$isValidToken = false;
$isValidForm = false;
$wasSubmitted = filter_has_var(INPUT_POST, 'myform');
$tokenName = filter_input(INPUT_POST, 'token_name');
$tokenValue = filter_input(INPUT_POST, 'token_value') ?? '';

if ($tokenName) {
    $isValidToken = $manager->verifyAndExpire($tokenName, $tokenValue);
}
if ($wasSubmitted && $isValidToken) {
    // validate input
}






	Generate a nonce when appropriate:




if (!$wasSubmitted || (!$isValidForm && $isValidToken)) {
  $nonce = $manager->create();
}






	Use the nonce name and value to build, for instance, a HTML form:




<?php if ($nonce) : ?>
  <input type="hidden"
        name="token_name"
        value="<?= htmlspecialchars($nonce->getName()) ?>" />
  <input type="hidden"
        name="token_value"
        value="<?= htmlspecialchars($nonce->getValue()) ?>" />
  <input type="submit" name="myform" value="Submit" />
<?php endif; >








Options

Besides the nonces cache storage, it's possible to select the random nonce value generator and the expiration interval:

<?php
require __DIR__ . '/../vendor/autoload.php';

use Symfony\Component\Cache\Simple\ArrayCache;
use \pedroac\nonce\NoncesManager;
use \pedroac\nonce\Random\HexRandomizer;

$manager = new NoncesManager(
    new ArrayCache(60),
    new HexRandomizer(32), // a \pedroac\nonce\Random implementation
    new \DateInterval('PT3H')
);





It's also possible to create a nonce with a specified name:

$user_id = $_SESSION['user_id'];
$tokenName = "{$user_id}_form";
$nonce = $manager->create($tokenName);





NonceForm default input source is $_POST, but it accepts any array input:

$form = new NonceForm(
    'token',
    new NoncesManager(
      new FilesystemCache
    ),
    filter_input_array(INPUT_GET) // use $_GET
);










Running the tests

Run from the library root folder:

php/vendor/bin/phpunit php/tests/ -c php/tests/configuration.xml

If the tests were successful, php/tests/coverage-html should have the code coverage report.




Generating the HTML documentation

Run from the library root folder:

sh scripts/generate-docs.sh

The generated documentation should be inside the folder docs.




Versioning

It should be used SemVer [http://semver.org/] for versioning.




Authors


	Pedro Amaral Couto - Initial work - https://github.com/pedroac







License

pedroac/nonce is released under the MIT public license.See the enclosed LICENSE for details.




Acknowledgments

The library was developed as a private request response made by a Stackoverflow user.
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